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ABSTRACT 
 
 
Many facilities have existing legacy Burner Management Systems that utilize a General Purpose Safety 
Configured PLC as the logic solver.  Most of these systems were installed prior to the development and 
finalization of ANSI/ISA 84.01, IEC 61511 and / or IEC 61508.   
 
This paper will discuss the issues, decisions, and challenges encountered when attempting to apply the 
concepts of the Safety Lifecycle per ANSI/ISA 84.01, IEC 61508 and / or IEC 61511 to the design of an 
existing BMS for a single burner natural gas fired installation.  In addition, development of a Markov 
model for a General Purpose Safety Configured PLC, identification of some typical BMS Safety 
Instrumented Functions (SIF) and subsequent Safety Integrity Levels (SIL) determination will be 
discussed in detail.        
 
When considering SIL 2 level applications, extra validation steps are required to ensure the suitability of 
the logic solver for that Safety Integrity Level.  Because most General Purpose Safety Configured PLC 
manufacturer has not ensured system suitability for safety applications per IEC 61508 / IEC 61511, extra 
validation / verification steps are required and must be performed by the end-user / operating companies.  
This effort will drastically influence the cost of ownership.  A cost analysis for re-using or replacing 
existing General Purpose Safety Configured PLC’s will also be discussed in this paper. 
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INTRODUCTION 
 
 
This paper will focus on Burner Management Systems (BMS), installed prior to the development and 
finalization of ANSI/ISA 84.01, IEC 61511 and / or IEC 61508, that utilize a General Purpose Safety 
Configured PLC as the logic solver.  This paper will document the maximum SIL achievable by BMS 
Safety Instrumented Functions that utilize a typical General Purpose Safety Configured PLC as the logic 
solver.  Thus, by documenting the maximum obtainable SIL for this architecture, this paper will 
highlight the importance of proper Risk Analysis methods to select an accurate and not an over stated 
Safety Integrity Level.  Overly conservative SIL selection will have a direct cost impact to your facility 
by mandating the need to upgrade / replace the existing General Purpose Safety Configured PLC.  In 
today’s highly competitive environments, it is imperative that companies accurately determine their risk 
and allocate capital expenditures in the most efficient fashion.     
 
Most existing Burner Management System have been typically designed through applying the 
prescriptive requirements contained in codes / standards such as NFPA 85 – Boiler and Combustion 
Systems Hazard Code or API 556 – Instrumentation and Control Systems for Fired Heaters and Steam 
Generators.  These documents provide detailed guidance on the quantity and types of sensors / valves 
required for the Burner Management System along with the logic necessary to safely trip the unit.  
However, these codes / standards do not adequately address acceptable Electrical / Electronic / 
Programmable Electronic (E/E/PE) based logic solver architectures and their variety of dangerous 
failure modes.   
 
New performance-based standards are now being utilized (i.e. IEC 61508, IEC 61511 and ANSI/ISA 
84.01) to design safety systems in general.  These standards provide a set of criteria that must be met 
depending upon the amount of risk reduction required as determined by the end user.  Thus, these 
standards are specifically written to address the risks associated with a given facility and installation.  
When properly applied, these standards provide a wealth of information regarding the proper use and 
design of E/E/PE based logic solvers in a safety application.  Therefore, when evaluating an existing 
Burner Management System both the prescriptive codes / standards (i.e. NFPA, API) and the 
performance based standards (i.e. IEC, ANSI/ISA) should be applied to ensure that the system is capable 
of providing the required amount of risk reduction.   
 
 

GENERAL PURPOSE SAFETY CONFIGURED PLC 
 
 
A General Purpose Safety Configured PLC is defined as an industrial grade Programmable Electronic 
(PE) logic solver, which has been specifically configured for safety applications. A General Purpose 
Safety Configured PLC would need to be evaluated per IEC 61511 criteria regarding “proven-in-use” .  
Per IEC 61511, a component may be considered “proven-in-use”  when a documented assessment has 
shown there is appropriate evidence, based upon the previous use of the component, that the component 
is suitable for use in a Safety Instrumented System.  This includes fullfilling the following criteria: 
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1. The device has been used or tested in configurations representative of the intended operational 
profiles. 

 
2. For SIL 1 or 2 applications, a General Purpose Safety Configured PLC may be used provided that all 

of the following additional provisions are met: 
 

a. Understanding of unsafe failure modes, 
b. Use of techniques for safety configuration that address identified failure modes, 
c. The embedded software has a good history of use for safety applications, and 
d. Protection against unauthorized or unintended modifications. 
 

3. A formal assessment shall be carried out for any PE logic solver used in a SIL 2 application and 
shall show: 

 
a. It is both able to perform the required functions and the previous use has shown there is a low 

enough probability it will fail in a way which could lead to a hazardous event when used as 
part of a safety instrumented system, due to either random hardware or systematic faults in 
hardware or software. 

b. Measures are implemented to detect faults during program execution and initiate appropriate 
reaction; these measures shall comprise the following: 

i. Program sequence monitoring, 
ii. Protection of code against modifications or failure detection by online monitoring, 
iii. Failure assertion or diverse programming, 
iv. Range check of variables or plausibility check of values, and 
v. Modular approach. 

c. Appropriate coding standards have been used for the embedded and utility software. 
d. It has been tested in typical configurations, with test cases representative of the intended 

operational profiles. 
e. Trusted verified software modules and components have been used. 
f. The system has under gone dynamic analysis and testing. 
g. The system does not use artificial intelligence or dynamic reconfiguration. 
h. Documented fault insertion testing has been performed. 

 
4. For all SIL 2 applications, a safety manual including constraints for operation, maintenance and fault 

detection shall be available covering typical configurations for the PE logic solver and the intended 
operational profiles. 

 
5. The PE logic solver must be capable of meeting the minimum hardware fault tolerance based upon 

Table 1: 
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Table 1 – Architectural Constraints for  PE logic solvers 
 

Minimum Hardware Fault Tolerance SIL  
SFF < 60% SFF 60% to 90% SFF > 90% 

1 1 0 0 
2 2 1 0 
3 3 2 1 
4 Special requirements apply – See IEC 61508 

  
A typical design associated with using a General Purpose Safety Configured PLC as the logic solver for 
a BMS will be evaluated in this paper.  This standard architecture practice has been utilized by the 
industry and was previously approved by Factory Mutual for use in combustion safety applications and 
is depicted in the figures shown below.  Note this architecture is no longer Factory Mutual approved. 
 
 
 

Figure 1 

Figure 2 
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If one has specific questions on the above system figures or system architecture, please refer to reference 
[4] for additional information.  The above figures have been included to help clarify the architecture 
utilized in the Markov modeling used to calculate Probability of Failure on Demand Average (PFDavg) 
for each Safety Instrumented Function. 
 
   

Figure 3 

Figure 4 
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BMS MARKOV MODEL  
 
 
To determine the safety integrity performance of the General Purpose Safety Configured PLC, a PLC 
specific Markov Model was created. The Markov Modeling technique was selected to accommodate the 
additionally engineered diagnostics that are used on the General Purpose PLC to make it Safety 
Configured. A block diagram of the General Purpose Safety Configured PLC as it has been modeled is 
shown in the following figure. 
 

 
Figure 5 Block diagram General Purpose Safety Configured PLC 

 
The Markov Model derived from the block diagram is then used to perform the reliability calculation 
that yields PFDavg and MTTFS for the PLC.  The following specific assumptions have been made in this 
reliability calculation. The MTTR of the PLC has been estimated at 8 hours and the required time to 
startup the Burner system after a shutdown of the burner is estimated at 24 hours.  Furthermore, the 
input channel test, removing the power and verifying all inputs go to 0, is considered extremely 
effective, therefore an Input circuit self-diagnostic test coverage factor of 95% is selected.  However, the 
read back of the output is considered very ineffective during normal operation as a static value is read. 
The Output circuit monitor will only be effective when the output is de-energized in case of a demand.  
If the Output circuit monitor detects a dangerous failure in such a case it will trigger the shutdown of the 
watchdog and enable a shutdown on a higher system level.  This is not a diagnostic that is effective 
during normal operation.  Due to this limitation, an Output circuit monitor self-diagnostic coverage 
factor of 0% is selected.  Finally a calculation period and proof test interval of 1 year has been selected. 
 
The calculated PFDavg and MTTFS for the General Purpose Safety Configured PLC are listed in the 
following table. 
 

Table 2 – Results Reliability Calculations 
 

  PFDavg MTTFS (yrs.) 
General Purpose PLC (Normal) 8.39E-03 10.52 
 Safety Configured 7.54E-03 7.87 

 
 
 

 

GPSC PLC

Input ch. 1
Module 1 CPUCPU

output ch. 1
Module 1INPUT OUTPUT

Input ch. 1
Module 2

Output ch. 1
Module 2
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BMS SAFETY INSTRUMENTED FUNCTIONS 
 
 
The goal of this paper is to reverse engineer the maximum Safety Integrity Level that can be achieved 
with a Burner Management System that utilizes a General Purpose Safety Configured PLC as the logic 
solver.  This paper does not address how to select Safety Integrity Levels for a Burner Management 
System.  Therefore, the Safety Instrumented Functions associated with a Burner Management System 
will be simply documented in this paper without regard to risk analysis.  Calculations will be performed 
to determine the maximum achievable Safety Integrity Level for the system architecture being reviewed.  
Refer to Figure 6, for a depiction of a simplistic Piping and Instrumentation Diagram for the Burner 
Management System to be evaluated.  Note for simplicity purposes, not all Safety Instrumented 
Functions associated with a Boiler have been included in the review (i.e. steam drum rupture, etc.). 
 
 

Figure 6 – Simplified BMS P&ID 
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Table 3 – Typical BMS Safety Instrumented Functions 
 

SIF # Hazard Descr iption Sensors Logic Solver  Final Elements 
SIF-001 A fuel-rich input into an 

air-rich atmosphere (air 
interruption) may result 
in possible explosion 

FSL-107 or  
BSL-102 

General 
Purpose 
Safety 
Configured 
PLC 

[(HV-103 or HV-104) and 
SV-105] and 
[(SV-108 or SV-109) and 
SV-110] and 
BN-102 

SIF-002 A fuel-rich input into an 
air-rich atmosphere (loss 
of ignition) may result in 
possible explosion 

PSH-106 or  
BSL-102 

General 
Purpose 
Safety 
Configured 
PLC 

[(HV-103 or HV-104) and 
SV-105] and 
[(SV-108 or SV-109) and 
SV-110] and 
BN-102 

SIF-003 An air-rich input into a 
fuel-rich atmosphere 
(fuel interruption) may 
result in possible 
explosion 

PSL-101 or 
BSL-102 

General 
Purpose 
Safety 
Configured 
PLC 

[(HV-103 or HV-104) and 
SV-105] and 
[(SV-108 or SV-109) and 
SV-110] and 
BN-102 

SIF-004 Inadequate purging that 
could result in light off in 
the presence of unburned 
combustibles may result 
in possible explosion 

FSL-107  General 
Purpose 
Safety 
Configured 
PLC 

[(HV-103 or HV-104) and 
SV-105] and 
[(SV-108 or SV-109) and 
SV-110] and 
BN-102 

 
As can be seen by Table 3, the prescriptive standards have mandated the use of redundancy and diversity 
of sensors, as well as, redundancy in some of the final control elements.   
 
 

SIL CALCULATIONS  
 
 
Using the results from the Markov Model for the General Purpose Safety Configured PLC, SIL 
calculations were performed for each of the four (4) Safety Instrumented Functions contained in Table 3.  
The results of these calculations are contained in Table 4.  As one can see from the data, the maximum 
SIL achievable both from a PFDavg calculation and architectural constraints standpoint is SIL 1.  
Therefore, if your risk analysis has identified the need for a SIL 2 or higher Safety Instrumented 
Function associated with your BMS, replacement of the logic solver is required.    
 

Table 4 – Typical BMS Safety Instrumented Functions 
 

SIF # Hazard Descr iption Test 
Interval 

SIL  
PFDavg  

SIL  Arch 
Constraints 

Final 
RRF 

MTTFs 

SIF-
001 

A fuel-rich input into an air-rich 
atmosphere (air interruption) may 
result in possible explosion 

12 
Months 

1 1 27 4.81 
years 
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SIF # Hazard Descr iption Test 
Interval 

SIL  
PFDavg  

SIL  Arch 
Constraints 

Final 
RRF 

MTTFs 

SIF-
002 

A fuel-rich input into an air-rich 
atmosphere (loss of ignition) may 
result in possible explosion 

12 
Months 

1 1 27 4.81 
years 

SIF-
003 

An air-rich input into a fuel-rich 
atmosphere (fuel interruption) may 
result in possible explosion 

12 
Months 

1 1 27 4.81 
years 

SIF-
004 

Inadequate purging that could result in 
light off in the presence of unburned 
combustibles may result in possible 
explosion 

12 
Months 

1 1 16 6.33 
years 

 
 

COST ANALYSIS 
 
 
In addition to SIL calculations, a lifecycle cost analysis was performed to evaluate cost of ownership for 
a BMS comprised of SIF-001 through 004.  For additional information on lifecycle cost analysis refer to 
reference [7].  The following data was used in the lifecycle cost calculation: 
 
Total Installed Cost of BMS:  $185,000 
MTTFs System:   7,911 hours 
System Failure Event Cost:  $10,000 / trip 
Number of Years:   15 years 
Discount Rate:    8% 
 
The calculation yielded a Total Lifecycle Cost of approximately $350,390 over a fifteen (15) year 
period.  It is the author’s opinion that installation of a new BMS may be justified due to the high 
frequency of nuisance trips present in the current BMS as modeled.  If one can reduce the nuisance trip 
rate to 1 nuisance trip every 10 years, the Total Lifecycle Cost could be reduced to $233,787, which 
represents a potential savings of $116,603.  
 
In addition, to the above costs attributed to lost production, one will need to evaluate the cost associated 
with achieving a “proven-in-use”  status per the requirements of IEC 61511, as noted previously in the 
paper.  This effort could be extensive and quite costly.  If one compares the level of effort one control 
system manufacturer recently put forth to get their General Purpose Safety Configured PLC platform 
SIL 2 rated by TÜV, it is not a task to be undertaken lightly by an end user.  Without the extensive 
support from the PLC manufacturer, an end user may not even be able to successfully support the 
process.     
 
While documentation of “proven-in-use”  might be cost effective if one had a large quantity of a single 
type of PLC, economics for documenting multiple platforms must be carefully reviewed before 
attempting this effort.   As such, it is recommended that each company conduct a survey to document the 
number of different BMS’s present in their facilities.   
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CONCLUSION 
 
 
An existing BMS poses several problems for an end user.  The first is if a General Purpose Safety 
Configured PLC is used as the logic solver as modeled in this paper, the maximum achievable Safety 
Integrity Level may only be SIL 1.  Secondly, the cost of ownership of such a system should be 
reviewed to ensure the system is economically sound.  Finally, the burden of proof for suitability of use 
for a General Purpose Safety Configured PLC as the logic solver in a Safety Instrumented System via 
the “proven-in-use”  concepts contained in IEC 61511 falls squarely on the end user.  Therefore, a four-
step approach to evaluation of BMS’s is recommended:  
 

1. Perform Risk Ranking on each SIF associated with the BMS, 
2. If SIL requirements are SIL 1 evaluate the lifecycle cost including the cost to achieve “proven-

in-use”  and utilize the results of this cost analysis to aide in decision whether or not to upgrade 
the BMS, 

3. If any SIL 2 or higher requirements are identified consider replacement of BMS, and 
4. If SIL requirements are SIL 0 (i.e. no need for an SIS), the existing system can remain as-is. 

 
As can be seen from the above steps, it is imperative that an accurate SIL determination be performed.  
Over specification of Safety Integrity Levels will force one to replace BMS logic solvers that may not be 
fully justified had the correct SIL been identified. 
 
 

DISCLAIMER 
 
 
Although it is believed that the information in this paper is factual, no warranty or representation, 
expressed or implied, is made with respect to any or all of the content thereof, and no legal responsibility 
is assumed therefore.  The examples shown are simply for illustration, and as such do not necessarily 
represent any company’s guidelines.  The readers should use data, methodology, formulas, and 
guidelines that are appropriate for their situation.               
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